Ten Ways to Protect Your Identity

by the Virginia Society of Certified Public Accountants

The chance that someone will assume your identity to open fraudulent bank or credit accounts is increasing as thieves become more sophisticated. According to Virginia CPAs, the best way to protect yourself is to try to prevent this from happening in the first place.
While you can never fully prevent yourself from becoming a crime victim, you can take steps to guard against identity theft. 

Virginia CPAs recommend the following 10 steps to prevent your credit from falling into the wrong hands:

1. Order a free copy of your credit report every four months and review it for unauthorized accounts. A new law allows you to obtain a free credit report from each of the three national credit bureaus every year. Space them out to regularly monitor your credit. Go to www.AnnualCreditReport.com or call (877) 322-8228. 

2. Shred all credit card receipts, monthly statements, expired cards and prescreened credit card and loan applications you receive in the mail, instead of merely throwing them in the trash.

3. Pick up new checks from the bank versus having the bank mail the checks to your home.

4. Don’t carry your Social Security card in your wallet — leave it in a safe place.

5. Avoid giving personal information out over the telephone, the Internet, etc., unless you initiate the contact and know with whom you’re dealing.

6. Review your monthly credit card and checking statements as soon as you receive them in the mail or more often if you bank online. Look for suspicious and unauthorized charges.

7. Carry only those credit and debit cards, checkbooks and identification you really need. That way, if your purse or wallet is stolen, you’ll minimize your identity theft risk.

8. Use passwords on your accounts, but avoid using easily accessible ones like your mother’s maiden name, your birth date, etc.

9. Be computer safety savvy. When disposing of or donating a computer, make sure all personal finance information is deleted. Use special utilities that overwrite the entire hard drive to make the files unrecoverable.

10. When mailing bills and other sensitive financial correspondence, drop off your mail at the post office or in a secure receptacle. Simply putting the mail in your home mailbox and raising the red flag isn’t safe enough.

If you think you’ve been the victim of identity theft, notify your credit card issuer or bank and the three credit bureaus immediately.

Equifax 

(888) 766-0008

www.equifax.com 

Experian 

(888) 397-3742 

www.experian.com 

TransUnion

(800) 680-7289

www.transunion.com 

For more information on identity theft, visit the Federal Trade Commission’s Web site at www.consumer.gov/idtheft. 

Additional personal finance information is available online from the Virginia Society of Certified Public Accountants at www.FinancialFitness.org. 
